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2.0 INTRODUCTION

In today’ s electronic warld, EMRiL is critical to any lusiress being caorpetitive.
In nost cases it now fams the acklorne of most or ganisatians' day-to-cay adtivities,
ad its use will cotine to grow. EMails have erabled an ef ficient means of
camnication, without the limitations of time zones, speed or cost, usually
associated with many of the other fomms of comunication. Thouwch it has lot of
advantaces, however; Elbils can easily e used for the regative parposes as
well, meking SPAM ard virus EVRils a prdolem egpecially by the hackers. In this
Unit, we'll uderstard the key elerents that cmprise a successful EVeil Crine
& its TInvestigation ard eventually work out on searing the E-Mails.

FEail is now considered to be most important in the area of information
technology . Hackers care with varicus sgchisticated tools and tedmniques to irvade
aaputers and stealing personal details of users fran their FAVAil accaats. There
are varicus traditioal seardity measuares available, it in nost of the cases it is
useless to fidht against the latest attacks. So, to protect EMails every user/ copary | |
should adopt the ridght searity software on carputer . The Internet has goened wp | |
new doars of ggoortunities for both private irdividuals arnd carpenies. However,|  Email Crime Investigation 35
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there are dif ferent types of viruses, malware ard other hamiful itews that may
cause your carputer.

Now-a—days, most of the copanies inplerent online transactions and not only
the aoypanies it an individel also rego the benefits of the intermet. They shop
onlire ard also carry out other financial transactions onlire and sarehow kesp
their persoal, financial, and credit card infametion, Bark Statarents etbc. in their
EMeil. So, the risk of hacking has also goe W significantly. De to this reasm
af ficient assurance for a network, software, and EC are no longer enouch. In
arcer to protect the infometion ard data, it has kecare the need of the hour to
adopt new methods, techniques and variocus tools to inplearent the gotimm level
of seardty. This wnit will provice all of measures to ke taken for the FMAil
irvestication and how to trace the fake EdVhils.

2.1 OBJECTIVES

After going throuwgh this Unit, you should ke able to understard:

® That is E-Mail;

® How E-Mail W aks?;

® Structure of FVeil;

® [ail Crimes;

® F-Mail Header Aralysis;
® FEMupil Trvestigation;

® Tracking an ERil;

® Tracing IP Address; ard

® Securing EMail Account.

2.2 WHAT IS ELECTRONIC MAIL?

Flectronic mail, which is camonly known as E-Mail is a method of exchanging
digital messages across the Intermet ar other carputer networks. EVBil systens
are based on a store-and-forward model in which EAVRil server carputer systems
acoeet, foward, deliver and store messages on behalf of users, who only nesd to
carect to the EMail infrastructre. Typically an EMail server, with a network—
ergbled device for the duration of messace suanission ar retrieval. Originally, E-
Mail was transmitted directly fram ae user's device to ancther user's carputer,
which required both carputers to e comected online at the sare time.

An electronic mail message consists of two canponents, the message header, ad
the nmessage body, which is the EdRil's cotent. The message header contains
cotrol infometion, including, mininmelly, an ariginator's EMail address and ae
ar more recipient addresses. Usually additional infometion is added, such as a

Originally a text-only cammnications medium, EMeil was extended to carry multi-
media content attachments, which was standardized in REC 2045 through REC
2049, collectively called, Miltipurpose Internet Mail Extensions (MIMVE).

Tre fourdation for today's gldmal Intermet EMail services reaches kack to the
exly ARPANET ard standards for enccding of messages were pracosed as early
as 1973 (REC 561). An EMmil sent in the early 1970s locked very similar to one
st on the Interret today . Conversion fran the ARPANET to the Tntemet in the
early 1980s produced the core of the arrent services.



Network—oased EMBil was initially exchanged on the ARPANET in extensias to
tte File Transfer Protocol (FIP), but is today carried by the Sinple Mail Transfer
Protocol (MIP), first published as Intermet standard 10 (REFC 821) in 1982. In
the process of transporting E-Mail messages between systems, P camunicates
delivery paranreters using a messacge ernveloaee secarately fram the nmessage (header
ad body) itself.

2.3 HOW E-MAIL WORKS?

2.3.1 Operations

EMail is based aroud the use of electronic maillboxes. When an E-MVARil is sent,
the messace is routed fram server to server, all the way to the recipient's EMail
srer . Mre precisely, the messace is sant to the mail server tasked with trangporting
EMails (called the M2, for Mail Transport Agent) to the recipient's MIA. On
the Interret, MI'As camunicate with one ancother using the protocol IMIP, ad
0 are lagically called SMTP servers (or saretimes cutgoing meil servers).

The recipient's MI'A then delivers the EMRIL to the incaming meil server (called
the M, for Mail Delivery Agent), vhich stares the EMail as it waits for the
s to acot it. There are two main protocols used for retrieving EMail on an
MDA :

® POP3 (Post Office Protocol), tre clder of the two, which is used far retrieving
EMail ard, in certain cases, leaving a aypy of it an the server.

® IMAP (Internet Message Access Protocol), vhich is used for coordirating
the status of EMails (read, celeted, nmoved) across multiple EMAEiL clients.
W ith IMAP, a cpy of ewry messae is saved on the server, <o thet this
synchronization task can ke carpleted.

For this reason, incaning meil servers are called ROP servers or VAP servers,
decending on which protocol is used.

To use a real-world amalagy, MIA axt as the post of fice (the sarting area ard madl
cGarer, which handle message transportation), while MDA act as meil boxes, which
stare messages (as much as their volure will allow) util the recipients dheck the
k. This means that it is not necessary for recipients to ke corected in acder, &
them to e sent ERil.

To keep everyone fran checking cother users' E-Mails, MDA is protected by a user
nare called a login and by a password.

Retrieving mail is doe using a software program called an MUA (Mail User
Agent). Wen it is a web interface used for interacting with the incarning mail
server, it is clled webmail .

The MR is the goolication, which an originating sender uses to cappose, ard
read EMAiL, such as Qutlock, Thunderbird, Eudora etc.

The sender's MUA transfers the EMail to a Mail Delivery Agent (MDA).
Frequently, the sender's MIA also hardles the regponsibilities of an MA. Several
of the most common MTA's o this, including sedreil, postfix, exim, grail etc.
The MDA/MTA accepts the EMRil, then routes it to local meilboxes ar farwards
it if it is't lomAlly addressad.

An EBil can enconter a retwork cloud within a large campany or ISP, o te
Broest retwark clad in exdstence: the Interret. The network cloud may encampass
a mass of mail servers, INS servers, routers, and other devices and services too
murercus to mention. These are likely to be slow when processing an uusually
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heavy load, temporarily unable to receive an EMail when taken down for
maintenance, and saretines may not have identified themselves properly to the
Internet through the Domain Name System (DNS) so that other MIAs in the
retwork cloud are unable to celiver nmail as addressed. These devices may e
protected by firewalls, scam filters and malware detection software that may bounce
ar even celete an EMail. Wen an EMRIL is deleted by this kind of software, it
tads to fail silatly, so the sender is given no information about where or when

The EMail in the figwe 1 is addressed to sameore at ancther carpany, o it
enters an EMail quete with other outgoing EMail messacges. If there is a hidch
volure of mail in the quewe, either because there are many messages or the
messaces are uwustally large, ar both then the messae will ke delayed in the
quete until the MIA processes the messaces ahead of it.

hen transferring an EVail, the sending MIA hardles all aspects of mail celivery
util the messacge has been either acospted or rejected by the receiving MIA. As
the EMail clears the qete, it enters the Interret retwark clad, where it is routed
along with a host—to-host dhain of servers. Fach MIA in the Tnterret netwark clad
needs to “stoo and ask directions” fram the Darain Name System (DNS) in order
to identify the next MI'A in the celivery dain. The exact route deperds partly on
server availability and mostly on which MIA can ke fourd to accspt E-Mail for
the darain seecified in the address. Most EvRil takes a path that is dgpendent on
server availaoility, so a pair of messages ariginating fram the sare host and
addressad to the sare receiving host could take dif ferent paths. These days, it's
mostly seamers that seecify any part of the path, deliberately routing their messace
throxh a series of relay servers in an attenpt to desare the trne ardgin of the
message.

To fird the recipiet's TP address and maillbox, the MIA must drill down through
the Damin Name System (INS), which consists of a set of servers distributed
across the Intermet. Beginmning with the root name servers at the top-level damain
(.t1d), then domain rare servers that handle requests for daweins within that .tld,
and eventually to nare servers that know about the local dawin. The MTA



aotacts the MX servers an the MX record in arder of priarity until it firds the
designated host far that address damain. The sending MIA asks if the host acoots
messaces for the recipient’s userrare at that dawein (i.e., username@iarain.tld)
ard transfers the nmessace.

An FMail may ke transferred to more than one MTA within a network cloud ard
is likely to ke passd to at least ae firawll kefare it readhes it/ s destinstion. An
EMail encontering a firewall may ke tested by spam and virus filters before it is
allowed to rass insice the firawall. These filters test to see if the message qalifies
as scam or melware. If the messace aontains nelware, the file is usually quarantined
ard the sarder is notified. If the nessace is idantified as soam, it will prdoably ke

Scam is dif fiault to detect kecause it can assure so many dif ferent foms, so geam
filters test an a lrced set of ariterda ard terd to misclassify a significant nnber of

messaces as seam, particularly messages fran mailing lists. When an E-Mail from
a list or other autamated source seams to have vanished sarevhere in the network
clod, the adlrit is uselly a scam filter at the receiver's IP or campany .

In the figuae, the EMAiL mekes it past the hazards of the goam trep. . .er .. filer, ad
is acogted far delivery by the receiver ’'s MTA. The MTA calls a local MA ©
celiver the meil to the corect neilbok, where it will sit util it is retrieved by the
recipient's MA.

2.3.2 Sending E-Mail

Create an E-Mail message

Aoplies to: Microsoft Qutlook 2010
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) On the Hare tab, in the new group, click New E-Mail.
Keyboard shortcut to create an EAVRil message; press CIRLASHIFTHV.
2 In the Sdoject box, type the subject of the messace.

3 Enter the recipients' EVRil addresses or nanes in the To, Cc, or Boc box (To
Cc, ard Boc boxes: A nessece is st to the recipiants in the To box. Recipients
in the Cc (carbon oxpy) and Boe (blind carbon agoy) boxes also get the
message; however, the nares of the recipients in the Boc box aren't visible to
other recipients.). Secarate nultiple recipients with a samcolon.

To select recipients' rnaves fran a list in the Address BRook, click To, o, ar
Boc ard then click the names you want.

Show I dn't see the Boe box. How do I tum it aon?

To display the Boc box for this and all future messages, on the Qotions tao, in
the Show Fields grogp, click Boc.

4 After you have ocapposed the message, click Serd.
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Check Your Progress 1
Note: a3 Scace is given kelow for writing your answer.
D Coare your answer with the ore given at the end of the Unit.

What are the carponents of EMail? Wat is the use of Mail transfer agent?

2.4 STRUCTURE OF E-MAIL

A meil message amsists of a header, which ocontains information about who the
messace was sat fran, the recipient(s) ad the route. Many of the header fields
are not shown by default, it nost programs used to read EMail will allow full
hesders to ke displayed. This is then followed by the body of the messace which
aontains whatever the serder wishes.

The message header should include at least the following fields:

® From: The FMail address, ard optiomally the name of the author(s). In many
EMail clients not changeable exospt throuch changing acoount settings.

® To: The Fail address/addresses and gotionally name(s) of the message's
recipient (s) . Indicates prinery recipients muiltiple allowed).

® C(Cc: Carbon copy; many E-Mail clients will mark EMail in your inbox
df ferently depending on whether you are in the Tor o Gz list.

® Bce: BRlird Carlbon Copy; addresses added to the MIP delivery list lut not
(uselly) listed in the messace data, ramining irwvisible to other recipients.

® Subject: A Irief sumary of the tooic of the message. Certain ddareviations
are camonly used in the subject, including “RE:” and “EW 7.

® Message-ID: Also an autamtically gererated field; used to prevent miltiple
celivery and for reference in InReply-Ta



If the meil messae is a fomel ae, it is custarary althoch not dolicatary to E-Mail Crime & Investigation
finish with your rare, retirn address ard other useful infomation as a signature.
For exanple:

From owner —is-all-canpoont@sedulitygroups.com Fri Aug 18 15:10:01 2010

Received: from sedulitygroups.com by amup@ sedulitygroups.cam (8.8.8/
1.1.8.2/14rug95-0452PM)

id PAAOO00016479; Fri, 18 Aug 2000 15:10:00 +0100 (IST)
Received: fran contact by sedulitygroues.can with local (Exim 3.16 #3)
id 13PmpO-0000XU-00

for IS-ALL-COMPCONT-outgoing@ sedulitygroups.cam; Fri, 18 Aug 2010
15:08:58 +0530

Received: fran contact by sedulitygroups.can with local (Exim 3.16 #3)
id 13PmpN-0000XK-00

for all-campoont-ocutgoing@ sedulitygroues.can; Fri, 18 Aug 2010 15:08:57
+0530

Received: fram contact.sedulityogroups.cam ([122.160.175.70] helo=clientid.
sedulitygroups.can)

by sedulitygroups.com with esmtp (Exim 3.16 #3)

id 13Pm-0000XA-00; Fri, 18 Aug 2000 15:08:56 +0100

Received: by clientid.sedulitygroups.com (8.8.8/1.1.8.2/14Ag2010-04528)
id PARO000009231; Fri, 18 Aug 2010 15:09:56 +0530 (IST)

Message—-Id: <200008181409.PAA0000009231@clientid.sedulitygroups.com >
Suoject: Netscgee wulreraoility fix

To: all-campcont@sedulitygroups.can

Date: Fri, 18 Aug 2010 15:09:56 +0530 (IST)

Fran: Team Sedulity <contact@ sedulitygroups.com >

Reply-To: contact@sedulitygroups.can

X-Mailer: EIM [version 2.4 PL25]

MIME —-Versicn: 1.0

Content-Type: text/plain; charset=US-ASCIT

Content-Transfer Fhooding: 7oit

Sender: owner —is-all-carpcont@sedul itygroups . com

Precedence: lulk

Status: RO

Congratulations.

Sedulity Solutions & Tedrmologies has recantly landhed its 64 bit goerating
Systeanm.

Team Sedulity
Sedulity Solutions & Technologies

The header amsists of lires begimning with a keyword followed by a colon (i),
followed by infomation on each lire. A lxdef explaration of each field of the
header is given kelow. This header contains most of the camon fields.
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Received: These lines irdicate the route that the EMail has taken ard which
systars have hardled it ard the times that it was hardled.

Date: The date ard time at which the message was sent including tine zone.

From: The sender . Tre part in agle krackets is a real electronic meil address.
This field may ke user settable, so may rot reflect the tre sader. T this
case, it shows the ariginal sender of the messace.

Sender: The sender . This is inserted by sare systaws if the actual sader is
df ferent fram the text in the Fron: field. This mekes E-Mail more dif fiailt to
foroe, althoxch this too can ke set by the sander . There are other uses far a
sencer field. In the exarple doove, the sarder is set to the list ower by the
rather than the ariginal sender of the nessace

To: Wo the mail is st to. This may ke a list ar an individuel. However it
may lear no relation to the perso that the EMail is celivered to. Mail systars
used a dif ferent mechanism for determining the recipient of a messace.

Cc: Mddresses of recipients who will also receive axies.
Subject: Suoject of the message as gpecified by the sender.

Message-id: A wniqe system gererated id. This can saretimes ke useful in
fault tracing if multiple copies of a message have been received.

Reply-to: Where any reply should ke sent to (in preference to any electranic
mail address in the Fran: field if presant). This may ke inserted by the sender,
ustally when they want replies to go to a cantral address rather than the address
of the systam they are using. It is also inserted autaretically by sare systers

X-Mailer: Any field begimning with X can ke inserted by a mail system for
Ay Parpose.

When using a reply facility it is important to check where the reply is going by
locking at the header of the cutgoing messace displayed on your screen. If the
messace has leen forwarded to yau, the reply will often go to the ariginal sender
ard not the person who sat it to you.

2.5 E-MAIL CRIMES

Sae of the major EMail related crimes are:

U & L L e

9

EMail spoofing

Sending maliciocus codes through EMail
EMail bombing

Sending threatening E-Vails

Defamatory E-Mails

EMail frauwds

E-Mail spoofing

A spoofed EMail is the one that gooears to ariginate fran ae sorce however,
has emer gad fran ancther sorce in reality. In other wards, EVRIL gooofing is the
forgery of an EMail header so that the message ageears to have ariginated fram
sarecre or sarewhere other than the actual source. To serd spoofed E-VRiL,



sarders insert camerds in headers that will alter messace infametion. Tt is possible
to serd a message that aopears to be fram anyorne, anywhere, saying whatever the
serder warts it to say. Thus, sarecne could send spoofed E-MRil that agpears to
ke fran you with a message that you didn't write.

Although most spcofed EAVRiIL falls into the “nuisance” category and requires
little action other then celetion, the more malicious varieties can cause sericus
praoolems and security risks. For exanple, spoofed EMail may inport to ke fram
sarecre in a position of authority, asking for sensitive data, such as passwards,
credit card nuners, aor other personal infometion — any of which can e used for
a variety of criminal purposes. One type of EMail secofing, self-sending sean,
involves nessaces that gopear to ke both to ard fram the recipient.  EVRil sooofing
is surely possible kecause, Sinple Mail Transfer Protocol (MIP), is the main
protocol used in sending EAVRil, does not include an authentication mechanism.

In arder to sard a sooofed E-MAil, the sender has to enter the following infamation
mentioned below:

® FFMail address of the receiver of the EVRIL

® FEMyil address(es) of the person(s) wo will receive a apy of the Edhil
(referred to as (C far carlbbon axoy)

® FMail address(es) of the person(s) who will receive a cgoy of the EMail
(referred to as (C for carbon aopy, it whose identities will not e known to
the cother recipients of the EMail (known as BXC for blind carlbon aopy)

® Suioject of the messace (@ short title / desaription of the nessace)
® DMessage

There are certain webtased E-Mail services like, www.SendFakE-Mail.com,
ww w.anonymailer .net which of fars a facility, wherein in adition to the doowe, a
serder can also enter the EAVRil address of the sugcosed sender of the EVAil.

For example, Mr. XYZ whose E-Mail address is xyz@hotmail.com. His friend
ABC's E-Mail address is abc@yahoo.com. Using anonymailer .net, XYZ can serd
E-Mails which are sugoosed to e sent fran ARC's E-VRil account. All ke has to
do is enter abc@yahco.can in the space provided for sender's E-Mail address.
EARC's frierds would trust such EMails, as they would assure that they have
care from ABC (whan they trust). XYZ can use this misplaced trust to send
vinuss, Trojans, woams etc. to ABC's friends, who would uwittingly download
them.

Spreading Trojans, viruses and worms

FMBils are often the fastest and easiest ways to propegate nelicicus code over
the Interet. The Love Bug virus, for instance, readhed millions of cayputers within
36 hours of its release fran the Philipgoines thanks to EVail. Hackers often bind
Trojans, viruses, wormns and other oarputer contaminants with FE-greseting cards
and then EMail them to unsuspecting persons. Such contaminants can also be
bourd with software that aggosars to ke an anti-virus patch. E.g. a person recsives
an E-Mail from Compose From To CC BCC Subject

Message

information@mcaf fee.can (this is a gpoofed EVARiL out the victim does not know
ths). The ERIl informs him that the attacdhment contained with the E-Mail is a
seaurity patch that must ke downloaded to detect a certain new virus. Most
unsugeecting users would suanit to such an BRIl (if they are using a registered
copy of the McAf fee anti—virus software) and would downloed the attadent,
which could ke a Trojn o a virus itself!

E-Mail Crime & Investigation
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E-Mail bombing

EMail barbing refers to sending a large amount of EVRils to the victim resulting
in the victim's EMail acoout (in case of an irdividel) ar servers (In case of a
axpany or an EMail service provider) crashing. A sinple way of achieving this
would ke to suscrile the victim's EMail address to a large nuner of mailing
lists. Mailing lists are goecial interest groges that share and exdhance infametion
on a aomon topic of interest with one ancther via EMail. Mailing lists are very
prooular ard can cererate a 1ot of daily EMail traf fic — dgpending yeon the mailing
list. Sare gererate only a few messages per day others cgererate hundreds. If a
person has een unknowingly sulscriled to hundreds of mailing lists, his incaming
EMail traf fic will ke too larcge ard his service provider will prdoebly delete his
accont. The sinplest EAMAiIl barb is an ordinary BRIl account. All that ae
has to do is carpose a messace, eanter the BRIl address of the victim multiple
tines in the “To” field, ard press the “Send” lutton neny times.

W riting the EMail address 25 times and pressing the “Send” utton just 50 times
(it will take less than a minute) will serd 1250 E-VBil messages to the victim! If
a grop of 10 paple do this far an hoar, the result would ke 750,000 E-VBils!

There are several hacking tools available to autamte the process of EMail
barbing. These tools send multiple E-Mails fram many dif ferent EMail servers,
which meke it very dif fiailt, far the victim to protect himself.

Threatening E-Mails

This is ancther type of EdVAil crime, where an FMail is serd to a person for the
papose of threastening. It is a useful tool for tedhhology sawy crimirgls as it
becares fairly easy for anyone with even a lasic knowledge of caputers to
becare a blackmailer by threatening sareone via EVail.

Defamatory E-Mails

Defaration is defined as comunication to third parties of false statavents aoout
a persan that injure the reoutation of ar ceter others fran associating with that
person. Defaretion can take ae of two famms: slander ar likel. Slander covers
oral defamatory statements while lilkel addresses the written version. Defaration
is an dousive attack an a person's dharacter ar goad rare. If a person is harmed in
any way by any statement(s), a person sending defamatory EMail can be held
accountable in a coart of law.

Check Your Progress 2
Notes: 8 Scace is given kelow for writing your answer.
b Coare your answer with the ore given at the end of the Unit.

Explain the structure of an EVRiL. What are the major EMail related crimes?

2.6 E-MAIL HEADER ANALYSIS

Here is the starting pert of the heeder of a juk EMAEIL (scam), which includes
infonmation about the transfer of the EMail between the sender ard the receiver:




Return-Path: <ydeddhangzi@yahoo cor=
Fecened: from mall fioro (mald firo [193 231 2084

by fiero (21208 1277 with ESWVTE 1d 1208 VaGs024750,
Wed, 24 Ivlar 2004 12:31:59 H1200 (EET)

Fecerved: from maike fic o (Jocalhost localdomaim [127.00.17)
by roail foro (5.12.1108.12.3) with ESWITE id 20AVxaA004610;
Wed, 24 Iar 2004 12:31:59 +H1200

Recered: (from rootiElocalhost)
by pnaike firro (212 110812 35ubet) id L2008 Vaxh 1004609,
Wed, 24 Ivlar 2004 12:31:59 +H1200

Fecerved: from 206 85 2201 56 by 217 225,143 240; [’\\5

® Return-path: the hesder tells thet if you reply to this EMail nessae, the
reply will e sent to ydadd...@yahoo.cam. W ould you use such an E-Mail
aress far real?

® Received tags: As on web blags, read them fran the bottan to top. The header
says the EMail was ariginally sent fran 206.85... ard it was st to 217.225...
(which is the nare/TP of the first mail server that got imvolved into transporting
this messace). Then suddenly, the next Received tag says the message was
received fram root@localhost, by mailv.fxro. Yau can also nodice thet so far,
the Received tags do not contain any informetion about how the BRIl was
transnitted (the "with" tag is missing: this tag tells the ool used to sard
the EMail).

In reglity, this is the comon case of a spammer pretending to e the root user of
meilv.fx.ro and sending the FVRil fram 206.85..., through 217.225... ard telling
217.225... to act as the root user of meilv.fx.ro, in ader to use the MP serer of
meilv.fx.ro to serd the EMail. Since more ard more mail servers are not allowing
geen—relay connections, the spamer can only use the nail server of the receiver,
in order to serd the message. If the spamer will try to serd the EVRIl to
support@E-Mailaddressmanager .can, throxch exactly the sare raate as doove, it
wouldn't work, because support@E-VMailaddressmanager .cam is not a network user
of mailv.fxro. This is the reason why you may have received spam E-VRils
docearing to ke sent throuch an E-Mail address of your own ISP.

Going desper with the amalysis, you can use an 1P tracing taol, like Visal Rate,
in ader to see to wham the TP kelaws to. As in nost of the scanming cases, the
starting TP (206.85...) is uweachable, which neans that the spammer could have
roated the real TP ar he could have used a dynamic TP (a nomel case far dial—p
users) . However, by tracing 217.225..., youwill cgt to the ISP used by the spamer,
a Gemman provider. The ISP has nothing to do with the geam itself, kit it wes
sinply used by the scamer to corect to the Interret.

Iet's lok firther into the EMail header:

Ilessage-ID: =VHUCEEYWIXPEUNUE OTEWi@hotrmail corm=
From: "Talianee Tlosyd" <ydeddhangzi@rahoo coms=
Reply-Tao: "Ilianne Lloyd" <ydeddbangzif@yahoo cor=
To: bobey_con@f.ro
Cr: bodistrani@ ik ro, bogdan rica@f ro, bogdan@f vo, bosdans@f o
Subject: et wiagra over right - no prescription needed
Date: Wed, 24 Iar 2004 03:31:16 -0200
H-Dlailer: AL 9.0 fior Windows 15 sub 740
LIIME-Version: 1.0
Content-Trype: raltipartialternattee,
bonrdary="--0591 734046654 7220851
Z-Prionity: 3
DS al-Priomity: Morraal
H-IP: 162 235.92.104
Z-RAV-Bull: BAV AntiVirs classifies this e-mmail as spam (accaracy medinmng
H-BAV-Signature: 230F0FBO354TC3C03600DE2E1 5 A B3 T48
H-BAVIter-Version: 8.4.3(snapshot 20020212} {rail) [%
Z-UIDL: I -H TN AT
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The Messacge-1ID field is a wnique identifier of each EMail messace. It is like
the tracing ID of an exress postal meil. The rule says the ID is camposed by
the rare of the server that assigned the ID ard a wnique string (for exanple,
QESADJHO@E-Mailaddressmanager .can) . Hm, this is strange, because on
or case, the ID kelogs to hotmail.can, while the sender gopears to belong
to yahoo.can. In fact, this dif ference mainly shows that the sender is farged
(fake address oar sareore preterding to own that E-Meil address).

The X-TP tag (also named X-Originating—IP) is prdcebly the most important
oe ard it should give precise infometion doout the sender (fran where the
EMail was actually sent). Unfortunately, this tag is gotiawl for EMAiL
protoools, so sare gpam nessages will not include it. As you can see, the
arigirating TP is not even close to the sander's 1P, fran the Received tags.

The XUIDL tag is ancther mniqee ID, it this are is used by the ROP3 protoool

tag, ut the rule of thinb says scamers loe to inclhuce it.

Spam E-Mail Header vs Regular E-Mail Header.

SPAM HEADER
Retum-Path:
Eecerved: from mail fxro (roaild oo [193 231 208 40
by fiero (812708, 12.7) with ESITE 1d
LIOA V5024780, Wed, 24 Iar 2004 12:31:59 H1200
{EET)
Recerved: from mail 1o (localhost localdo rain
[127.0017)
by mail fiero (8.12.11/2.12.3) with ESKWTE id
LOAVratO04510,
Wed, 24 Wfar 2004 12:31:59 H1200
Recerved: (frorm root@localhost)
by roail firo (8.12.11/8.12 35 ubmit) id
LAV xh1 004609
Wed, 24 Ifar 2004 12:31:58 H1200
Becerved: from 206.85 220,156 by 217.225.143.240;

From: "Tulianne Lloyd" <swdeddThangz @rrahoo . corm=

Reply-To: "Tulianwe Llowd" =ydeddbangz@nrahoo core=

To: boby_con@ifi o

e bodistran@firo, bogdan rdew@i o, bo gdani®fx o,

bogdars@fx o

Subiject: Get wiagra over night - ho prescription needed

Date: Wed, 24 Iar 2004 05:31:16 -0200

Hailer: AOL 2.0 for Windows TS sub 740

WMVIE-Yersion: 1.0

Content-Type: multipartfaltemative;
boundary="--05917340466 547220851 "

-Priority: 3

HIWISIail-Priority: Normaal

[P 162,235 92.104

Z-RAV-Bulk: FAV AntiVirs classifies this e-mail as spam

{acouracy medint)

2BV Signature:

230F0FROGSATCICA3E00DE2R] SARITLS

2B Wilter-Version: 8.4 3(snapshot 200302120 (rmail)

X-UIDL: MR TR ™SI

Status: RO

REGULAR EMAIL
Beturm-Fath:
Reeerred: frorm srvll advenzia com (root@loe alhost)

by emaladdressinanager.corn (8,11 68,11 6) with
ESHWITP id 220 &1 4083

for =swpport@emailaddressmanager com=
H-ClientLddr: 193231 20520
Recerred: frorm corporate £ ro (corporate frro
[193.231 208 29])

by srvill advenzia cora (8.11.608.11.6) with
ESMTE id 204 pms14078

for =spporti@ermailaddressmanager corn=; Wed,
24 Tlar 2004 10:51:57 GIT
Fecerved: from pail 3o (mails fxro [193 231 202 3])

by corporate. firro (8.12.1108.12.7) with ESWMTF id
LIOA B I25924

for =swport@ernailaddressmanager corme=; Wed,
24 Tlar 2004 12:55:59 +0200
Recerved: from localhost Jocaldomain (corporate firo
[193.231 208 28]}

by mail frro (2.12.11/2.12.3) with ESWTF id
ROAtoCe006624

for =smpport@ermailaddressmanager corn=; Wed,
24 Ilar 2004 12:35:50 +1200
Diate: Wed, 24 Iar 2004 12:55:50 +1200

Content-Disposition: inline
Content-Transfer-Encoding: hinary
LIMIE-Version: 1.0

To: spporti@ernailaddressmmanager com
Subject: How to read ernail headers

Fror: bogdani@f o

Reply-To: bogdani@fx o

Content-Type: textfplain; charset=us-ascii
E-Ongirating-Ip: [20.97.5.101]
H-Iailer: FX Webraail web mail £ ro
Z-RAVLilter-Wersion: £ 4.3(snapshot 20030212) (roail)

Status: %

Tre lok ard feel for both the mail hesder is alnost sare but, the mejor dif ference
is the IP address fram the mail which was ariginated, In the aoowe case, Regular
mail was received fram their Private IP i.e. 193.231... (localhost.localdarain) of
the Campany where the Spam mail was received fram the Anonymous IP address
i.e. 206.85.220.156 which kelongs to sare other country.And there are many
validations now a days placed in the new release of the good MIA's which detects
the SPAM mails like the INS of the mail originator, Time frame, Key words
placed in the nmeil, Attadments, Blacklisted TP's etc. So these are the ways by
which we can scan whether the mail is the ariginal or the Spam ore.

Check Your Progress 3

Notes: 8 Scace is given kelow for writing your answer.

b Caorpare your answer with the one given at the end of this Unit.



Explain the finction of received tags? What is message ID?

2.7 RECEIVED E-MAIL TRACING TOOLS

2.7.1 E-Mail Track Pro

E-MailTrackerPro will autamatically analyse an EMail and its headers ard provide
a report similar as shown below:

Identification Report for "Cheap Pharmacy el

Host 211.125.211.2 has been found. It is probably located m or around Japan as this is where the organization
or mdividual whio manages the syitem is located.

This systam is a web and secure web server (chck here for dntall:}.

Network Contact Information: The following details refer to the network that the system is on,

D hostmasterginic.ad.jp
B +81-3-5207-2312
=]  Kokusai-Kougyou-Kanda Bldg 6F, 2-3-4 Uchi-Kanda Chivoda-ku, Tokyo 101-0047, Japan

Ey,.p:l_:lrt n_hﬂl:lcm:‘_'r.p:nm mer or uthgr_rmq of [nt‘n[nnl. abuser.

* This email is sent from the computer entified on the Intemet by 211.125.211.2 (or
heed37dd302 baina.jp].

+ The sandar claims to be garyie@verizon.net, but this s very easly forged and as such not necessanly
refiable.

+ At the ome of sending, one email sarver {identified on the Intemet by 211.125.211.2) to which this email
was appargntly passad clamed to be known as veriron.net, but it does not currénthy have that name. 1ts
name could have changed, but this is 3 common method used by hackers and spammers bo misdirect users
to their true location.

Tracing an E-Mail address: If you do not have an actual EMail message, but

only have an EVRil address, you can trace the address through its EMail server.

However, it should ke noted that BRIl addresses can ke easily farged, the results
fran tracing an EMail address may not ke related to the true serder.

In most cases, using an EAVRil tracking tool like E-MailTrackerPro to trace an
EBil message you have received is your best gotion. To trace an E-Mail message
received by sareore else, have them forward the message to you as an attadhent
(Just fowerding the message itself will show tham as the sender). Yau can then
aeen the attached message and oopy the E-Mail header, start EMailTrackerPro
ad paste the heeder far analysis.

E-Mail Internet Headers

Every received E-VRil has Intermet Headers. Using Microsoft Qutlock as an exarple
(cther mail programs are very similar), Just follow these steps to view the headers:

) Rigt—click an the mail nessage that is still in your Cutlock Inbox
2  Select ‘Octions...’” fran the resulting pooge meru

3 Exaunire the 'Intermet Headers' in the resulting ‘Messacge Qptions’ dialog
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Right—lick in the ‘Iitemet Heacers’ field ad click an “‘Selet Al in the pgop
meu (@ type cxrld). Then right—<lick again ard click on 'Copy' in the poowp
merl (ar typee crl-C). Finally, paste all the Interret Hesders into your favordite
text editar far full eamination (such as ‘Noteead’, included with W indows) .

Example: vhat you see will be very similar to the following (with 'lire ruroers'
added for clarity and disaussion in following sections):

L Received: from tesla623.0nE-Mail.com.sg ([203.127.89.129]) by
viswalroute.com (8.11.6) id foCIVSk24480; Tue, 12 Oct 2004 12:31:29 —0600
(MDT)

2  Message-Id: <200110121831.f9CIVSk24480@s2.domain.com>

3 Received: from drb.com (IIML608 [203.127.89.138]) by tesla623.0nE-
Mail.com.sg with SMIP (Microsoft Exchancge Intermnet Mail Service Version
5.5.2448.0)

4 id 4XNKO9ATR; Wed, 13 Oct 2004 01:19:10 +0800

3 From: paylesslongdistance@somedomain.com

& To: <

"t Subject: Long Distance — 4.9 cents per min — NO FEES!

& Date: Tue, 12 Oct 2004 13:24:26 -0400

2 X-Sender: paylesslongdistancelyahoo.comn

10: X-Mailer: QUALCOMM W indows Eudora Pro Versin 4.1

11 Content-Type: text/plain; darset="us-ascii"

12: XPriadity: 3

13: X M9vail-Priority: Normal

14: X-UIDL: 8 Y!'!OGR!!"?H"!k:0!!

15: Staas: U

Header Line Syntax: The Intermet Heeder Fields are just a sardes of text lires,
were each lire locks like:

Header Name: Header -Vahe

Ard if a lire starts with a tab ar spaces, like lire 4 doove, thet lire is a cotination
of the previcus Header Vale lire. So, the Header Nare Received in lire 3 has a
Header Valie that seans lires 3 ad 4.

‘Received’ Headers

The most inpartant header field far tradking purposes is the Received header field,
which usually has syntax similar to:

Received: fram ? by ? via ? with ? id ? far ? ; date-time

Where fram, by, vig, with, id, ad far are all tdckens with valites within a single
Header Value, which may span multiple lines. Note: Sare mail servers may not
include all of these tckens — ar additioml tokens/values may be added to this
field, but now yau are prepared to lresk it geart and urderstard it.

Every time an EMail moves through a new mail server, a new Received header
lire (ad possibly other header lines, like lire 2 doowe) is added to the begiming



of the heeders list. This is similar to Fedix package tracking, when your packace
aters a new sarting facility ard is “swiped’ throxh a tracking machire.
This means that as you read the Received headers fram top to bottan, that you are
gradually moving closer to the aoyputer/person that sent you the BRIl

But please note that as you read through the Received header fields and get closer
to the carputer/person that sent you the EMail, you rnesd to ansider the possibility
that the sader added ae ar more false Received header lires to the list (et the
time, the sarders begiming of the list) in an attenpt to redirect you to ancther
location ard prevent you fran finding the trie sender. But, now that you know
false header lires are possible, just stay alert.

You will pradeebly fird it very useful to resk a single Recsived lire into multiple
lires, with oe tcken per lire. Narely, the hesder lire:

Received: fram teslac23.0nE-Mail.com.sg ([203.127.89.129]) by visualroute.can
(8.11.6) id foCTVsk24480; Tue, 12 Oct 2004 12:31:29 -0600 (MDT)

is much easier to read ard understard when fonmatted so that each tcken is on a
rew lire, as in:

Received:
fram tesla623.0nE-Mail.cam.sg ([203.127.89.129])
by viselrote.cm (8.11.6)
id  £9CTVSk24480
; Tue, 12 Oct 2004 12:31:29 -0600 (MDT)
The Sender's IP Address

For tracking puagoses, we are most interested in the fran ard by tckens in the
Received heacer field. In gereral, you are locking for a pattem similar to:

Received: fram (dns—name [ip-address]) by AAA .
Received: fram AL (dns—name [ip-address]) by BEB ...
Received: fram DDD (dns—name [ip-address]) by OCC ...

In other wards, meil server AAA received the E-Mail fran BBB and provides as
much infometion about BEB, including the IP Address BBB used to connect to
AAA. This pattams reoeats itself an each Received lire. The syntax of the fram
token nost times locks like:

nare (dns—nare [ip-address])

Where: rare is the rare the carputer has ramed itself. Most of the time we
rever lock at this nare because it can ke intentiomally misnamed in an attenpt to
foll your tracking (ot it may lesk the windows carputer name). dns—are is the
reverse dns lodkup on the ipaddress. ipaddress is the ip-address of the carputer
used to comect to the mail server that generated this Received header lire. So, the
ipaddress is gold to us far tradking purposes.

Tre by tcken syntax just provides us with the nare that the mail server gives
itself. Bt sinee the last mail server could ke uder the cotrol of a scamer, we
should ot trust this rare.

So, what is anucial far tradking, is to pay attention to the trail of ipaddress in the
fram tokens and not necessarily the host nare provided to us in the by tokens.
Hopefully an exanple will meke the reason why very clear:
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L Received: from tesla623.0nE-Mail.com.sg ([203.127.89.129]) by
vistalroute.can (8.11.6) id £9CIVsk24480; Tue, 12 Oct 2004 12:31:29 —0600
(MDT)

3 Received: from drb.com (IIMI608 [203.127.89.138]) by tesla623.0OnE-
Mail.com.sg with SMIP (Microsoft Exchange Intermet Mail Service Version
5.5.2448.0)

If you ignare lire 1, you would concluce fram lire 3 that mail server teslab23.OnE-
Mail.can.sg sent you an E-Mail, but this would ke wrong. When you trace to the
host nare teslab23.0nFMail.can.sg, you are actually tracing to the IP Address
lockup on that host nare, which is 192.9.200.230. But as you can see fram lire 1,
the TP Address used was really 203.127.89.129. Do not ke fooled by this attenpted
misdirection by spamers and fraudsters.

Determine the TP Address of the Sender: Using the example EMail headers above
and analyzing the Received header lines we can conclude:

® A Visualware arployee received an E-Mail

® which care fram visuvalroute.cam (line 1)

® which care fram teslac23.OnEMail.can.sg (line 1; line 3 confirms)

® it whose ip-address used was 203.127.89.129 (lire 1)

® vhich care fran drb.can/IIMI608 (line 3)

® ut whose ip-address used was 203.127.89.138 (lire 3)

So, we have just tracked this EMail to the sorce — IP Address 203.127.89.138.
Leaked Sender Information

The Internet Headers for an E-Mail message may contain sare really interesting
information about the sender.

2 Windows Computer Name: Tt gpesrs thet the W indows camputer name is
saretimes leaked. Consider the following partial header information fram an actual
EVRil:

Received: fram hanksdell (11-22-33-44.xyz.net [11.22.33.44]) by visualroute.cam
(8.8.5) id SAA26331; Mon, 11 Oct 2004 18:46:53 -0600 (MDT)

There we can clearly see the IP Address of the sender, bit we can also see the
caputer name of hankscell. While the camputer name can ke named anything, in
this case, I might assure that the person is named Hank ard uses a Dell carputer.

This carputer nare may ke intentionally misleadingly named or not e meaningful
buat it can becare very useful oonfirming information if law enforcement can
confirm that the nare of the suspect's carputer matches the nare in the EMail
header .

B Timezone Information: Consider lires 3 ard 4 fram the Internet Header
discussion above:

3 Received: from drb.com (IIM1608 [203.127.89.138]) by tesla623.0nE-
Mail.com.sg with SMIP (Microsoft Exchange Intermet Mail Service Version
5.5.2448.0)

4 id 4XNKOATR; Wed, 13 Oct 2004 01:19:10 +0800

Notice that in the Intermet Hesders, when a time is displayed, meny times it is
followed with a plus/minus and four digits, which represent HAM (hour ard



minutes) from GMI (Greenwich Mean Time), or London, UK time. Plus means
east of QMI'. Minus means west of GQMT.

So, according to +0800, the server is 8 hours east of QII. TIP: Go into the
W indows Control parel and enter into the Date/Time dialog, where there is a
Tire Zae list. This time zone gopears to ke in Singgpore. Then, the .sg in
teslab23.0nE-Mail.can.sg means Singapore, which is one more confirmation of
this infometion. A fimal confinmation cares fram performming a V iswalRoute trace
203.127.89.129 (the IP Address for teslab23.OnEMail.com.sg). TIP: Trace to the
P Address, not the host rame.

Q) X-Mailer: This will usually tell you the meiler software used by the sender of
the EMAil. Consider:

10: X-Mailer: QUALCOMM W indows Eudora Pro Version 4.1

This may ar may not ke imediately useful, hut it can ke very useful if there is a
followp irvestication by authorities.

D) X-Originating-IP: If you are attearpting to track down an E-Mail received fran
a Hotmail EMAil accoant, lock for the X-Originating-IP header field, which will
tell yau the TP Address of the cnputer that sent the E-Mail. Consider:

1 Received: from hotmail.com (f105.pavl.hotmail.com [64.4.31.105]) by
s2.xyz.can (8.11.6) id fI9BTwwe34655; Mon, 11 Oct 2004 12:58:00 —0600
(MDT)

2 Recelved: franmail pickup service by hotmail.com with Microsoft SMIPSVC;
3 Mon, 11 Oct 2001 11:57:51 -0700

4  Received: fran 202.156.2.147 by pvlfd.pavl.hotmail.msn.com with HTTP;
3 Mon, 11 Oct 2004 18:57:51 QIT

G X-Originating-IP: [202.156.2.147]

However, notice that we could have dotained the sare IP Address infometion by
exanining the Received header fields. Rut it is nice to have this extra confimmetion.

2.8 E-MAIL LOCATION TRACKING TOOL
2.8.1 ReadNotify

Recid Notify

Your _:
email

Readotify is the most powerful and reliable FVBil tracking service that exists
taday . In shart — Reedbotify tells yau "when" the EMail you sent gets read / re-
opened / forwarded and so much more. Tre Salient features are: Certified awil
with delivery Receipts, Silent Tracking, Proof of Qpening History, Searity ad
Timestarps etc.

How do you send a tracked E-Mail?

There are two ways you can send tracked E-Mails:
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) Sinply add: Jreednotify.con to the ed of your recipients BRIl address
(they wn't see this)

OR
2 Irgall ar ActiveTracker plugin to add the tracking for you.

Testing? If you sad tracked EMails to yourself, yorr anti-seam filters may block
them (pegple don't ustally write to thamselves) — so we recamend you test by
serding to other pecpole.

What will you tell me about the tracked E-Mails I send?
ReadNotify will endeavour to provide the following in your tracking reports:
® Date and time cpened

® Ioction of recipient (per their ISP city /town)

® M of location (available on paid sucscriptions)

® Recipients IP address

® Ipparent EMEiIl address of cpening (if available)

® Refarer details (i.e.; if accessed via web madl etc)

® URL clicks

® How long the EMail was read for

® How many times your E-Mail was opened

® TIf your EMiil was forwarded, or cpened on a dif ferent camputer

aimin@za<hnobitez com 1o ahanl datads 9:38 P |0 minias aga} 4y Real | v

F

T, il ctetrtiees, oo
From IS gl com
S.qun:l TachnaBia: - Tasing
Sent o) 31-Deec- 105k 20 32 51pm “Bsda ol kais’ hime
158 T ]1“&-‘!['_!:2[\_15.1#- Lo 1] (AE%:| Bangaking, Hamataka, ndo

) Tiackirg [islmin
Opened 2
Opartid 2110 ok 20036 Wpm (TG +05.30 - tminslisece aler sndng
Loz it Bangatore. Kamataka. indin (36% IRelhood)
Cpenid L ARTSHK-Dhynamic-206 3,167 128 sielbroadband,in (122 167 3205 B1HE)
Language ol recipient’s PC. anll S (EnglishiUnibad Sinbes). eng=04 [English)
EIWEII.H-EI:I Iy et WS 0 (Wi, L Windawes WT B0 en-LIS| AppleWWebbil 0 10 (MHTWL, bk= Ges k)
Chmmaifi g 652 224 Sabandi3a 10

Summany o6 al D110 it i‘l]:ﬂ:!lpm JUIRT +De%: 23 5.-1Il15-1|;|'=h'.5. abar sanding
[Total Oparsad 11 By 1 eada

ICEck har Far up-to-daba (Iva)) racking inforMAtion. ree crtremtionss codos e et et 25-Deo 10 0 235 M em TG +08 31

All messages sent via ReadNotify benefit fram our SPF carpliant and Sender —1ID
axpliant meil servers. This oonfirms safe trangmission of your nmessages, ard
also ergbles us to repart delivery status to you (Including: bouncetacks, delays
ard success notifications) . Delivery infamerion is listed in your Personal Tracking
Pace.

Try hovering your mouse over the sections in our Live Sanple Receipt for more
informetion.

Note: ReadNotify.oam does not use or contain any Spyware, Malware, nor viruses,
it is not illegpl to uss, ard does ot lreach any rivecy regulations in any couatries.



What else does ReadNotify do?

Trere are lots of great festures available to you — these incluce the following
serding gotions:

® (Ceartified EMEIL

® FnsuredReceipts and retractable EVRils

Trvisible tracking

® Self-Destructing E-Mails

® Rlock printing
® Adobe Acrobat PDF Document Tracking
® Track MS W ord or Excel docurents
You can also dhoose how to receive yorr receipts:
® Tn yor Parsogl Tradking Page (when you log in)
® FEMail ReadNotifications
® Iegpl Proof-of-Opening receipts
® Delivery Service Notifications (DN's)
® 35 alert on your cellhore or pacer
® TInstant Messencer
These ootions are available to you fran “My Account” in Mamber Utilities.
Check Your Progress 4
Notes: 8 Space is given kelow for writing your answer .
b Caopare your answer with the oe given at the erd of this Unit.
How ip address is gold for the tracking purposes?

2.9 HOW TO TRACE IP ADDRESS

2.9.1 CallerIP

CallerIP Standard Edition allows real tine monitaring of any machire that it is
installed an. This allows you to detect sugpicious activity such as spywere ard see
where in the warld they are comecting fran. W orldwide whois reports and network
rovider reports are also available far any corection!
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Advanced CallerIP Advanced Edition (irc. all Stardard features) allows you to
nn it as a ser! This allows you to monitor the comections made to and fram
your machines fran a renote location! Autcamated Alerts are also available to you
are notified the marent sarething suspicicus attempts a comnection to your
ereEr(s) .

et |

e Plot all connections

This feature erables yau to have CallerIP plct all the comections on the world
mep. This in tum allows for easy and quick analysis of where connections
mede to/fram your machine reside.

® New look table

Tre rew lok table includes gradient fills. This means the coloar of the row
in the table dgperds on the threat of the comection. If the comection keing
mece to your nechire is harmless then the gradient will e green. It is ancther
quick and easy way to identify the threat of a comection.

e Condensed CallerIP

CallerTP now allows you to minimize it to a very amll and detailed dialog
bx. The small window gives you everything you need to know ut stays in
the backgroud.

e Real-time monitoring instantly identifies suspect activity and spyware

CallerTP monitors all comections to and fram your system and actively scans
rarts for possible back doars that allow wautharized access.

o Identifies the country of origin for all connections

A comnection to/fram a highrisk corntry is a key irdicatar of sugpect activity

ard could likely ke sareare locking to steal your aonfidential informetion or

compramise your system. CallerTP shows you the country location of

comections so yau can identify sugpeect activity ard protect your infomation.
® Network Provider reporting with abuse reporting information

See the contact ard albuse reporting infometion for the carpany providing
intermet access for an IP address ar website, so you can easily repart hackers
a Intemet dosse.



® Worldwide Whois reports

Caller IP Pro queries worldwide datalases to report the uo-to-date registration
information for the ‘owner ’ of an IP address or damain. Information includes
nare, address, phore ard EMail contact information.

® Detailed log of connection history with search options
Fach connection or attenpted connection is autametically logoged, with search
caeabilities for quick lodkues of past comection activity.

2.9.2 SmartWhois

Jrarthhois is a useful netwark infometion utility that allows you to lodk yp all
the available infometion about an IP address, hostname or darain, including
country, state ar provings, city, name of the network provider, advinistratar and
tedmnical sugport contact infomation. Tt helps you find answers to these important
Questians:

Who is the owner of the domain?
When was the damain registered and what is the owner's contact informetion?

Who is the owner of the TP address block?

&) SmartWhois k]

- File Query Edit View Settings Help

-2 U5 T2 6kl

: 1P, host or domain: 2 onlinefr, money.de

& @ 1931
£ @ 19514130100
oL@ 192000 - 195.255.255.2..,
i@ 195141280 - 195.1415...
: @ 195.14.128.0 - 195.14....
= @ 2001:0468:0aff:0053
i @ 2001:0468: - 2001:0468:.., ':' Administrative Contact for ProXad

i Free SAS / ProXad
@ 2001:0468:0200:: - 20... 8, rue de la ville |"Eveque

@ @ 20518111266 75008 Paris
L B} bicherch
L. @ -moneyde phone: +331 73 50 20 00
; fax +33173 50 2501

minchen.com
i g hostraster@proxad.net

=L online.fr
= tamos.com =l Technical Contact for ProXad
- B yaru £eem Free SAS / ProXad

ZL zdnet.com 8, rue de la ville I"Eveque
i 75008 Paris

Q noroga.com

-~ & mrwcom phone: +33 1 73 50 20 00
L B BESEjp fax +33173502501
hostmaster@proxad.net

[ ] freensl-g20.freefr [212.27.60.19]

lem=y freens2-g20 freefr [212.27.60.20]
l! Google Page Rank : 7

Alexa Traffic Rank : 6,129

Created: 29/12/2008
Updated: nhyvernat+npe@corp freefr

Source: whois.nic.fr

W ith Srarthhois you can focus on your work; the program will umistakably
choose the rignt datalase fram over 100 whois datalbases all over the world and
fetch the most carplete results within a few seconds. Smarthhois suoports
Internationalized Damain Names (IDNs), so you can query damain names that use
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nonFnglish characters, like Garman umlauts, French accent grave, ar fully consist
of the letters fran Chirese, Heorew, Russian, ard other alddlets. It also fully
sugpearts IPv6 addresses.

Features:

® Srert geeration: The program always locks up whois data in the right database;
you dn't have to waste yourr time trying them all.

® TIntegration with Microsoft Internet Explorer and Microsoft Qutlock. Lock up
damain owners and IP addresses in E-Mail headers instantly!

® Saving results into an archive: you can build your oan datalbase that can e
viewed of flire.,

® Ratch processing of IP addresses or darain lists.
® Caching of dotained results.
® Hostname resolution and DNS caching.

® TIntegration with CommView Network Monitor: Can ke accessed from
CommView for quick, easy lodkup.

® Calling Smarthhois directly fram your agelication. See Smarthhois FAQ.
® W ildmrd qeries.

® Thois aonsole for custan queries.

® (Comtry ocode reference.

® Custamizable interface.

® SOCKS5 firewall support.

Who needs SmartWhois

® FEveryone who uses standard Whois utilities: Srerthhois saves a lot of time
ard does things standard Wois utilities can't do.

® D=ple who hate spam or want to identify the arigin of suspicicus E-MAiL
messaces: check the messacge header arnd locate the real sender! Yau can also
serd E-MAil to the network administrator with a mouse click.

® W eamsters who want to study the logs more carefully and are unable to
identify meny IP addresses.

® Onlire verdors who want to learn exactly where an order cares fram.

® DP=ple who want to identify the origin of suspicious EMAil messages by
studying the headers.

2.9.3 VisualRoute
VisualRoute Features and Benefits
Grapchical View of Traceradte provides key data in an easily digestible way .

Results fran ssveral essatial retwark diagnostic tools are integrated into an overall
comectivity report, providing a grachical view of comection perfommence report
including packet loss and latency far each retwark hop. Drill-down detail is easily
visible with a mouse over any retwork hop.
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IP Location Reporting

The physical geographical locations of network servers and routers is key
information for understanding routing prdblems, viewing the actual route path on
gldmal mep provides an instant of picture of routing ef ficiency ard distances. Try
an IP trae anlire.

[@rracerouts to www.stsust o
|

¥ .
| EBTracerouts to www.visuahware.com oo
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Whois Lookups, Network Provider Reporting

Get instant lockups of darain information fram worldwide databases, so you can
see the registered 'omer' of an IP address ar darein. See the aotact infametion
for the carpany providing Intermet access for each haop of a netwark raute, so you
can easily report network prdolars.

OmniPath™ Multiple Path Discovery

Get real-tine views of all possible radtes to a destiration and easily aapare the
perfomence of dif ferart rates. The camon use of lcad-oalancers creates multiple
paths that data packets may travel between the source arnd destination. QmiPath
discovers the varicus paths, ergbles you to easily see which routes are the fastest/
slowest, have the highest/lowest packet loss, or have the highest prdeebility . More
info.

E-Mail Crime & Investigation

57



Information Gathering

58

NetVu™ Multiple Route Topology Graph

See a high-level view of all rnetwork rautes for goen trace reports, endbling easily
identification of network nodes that are cammon to multiple routes, and network
radtes that have nultiple path gotians dee to load alancers ar radter aonfiguarations.

NetVu engbles you to amnsistently monitor all possible paths between the source
and destination for mutiple routes in a single diagram, view the camon noces,
ard locate sirgle points of failure. The diagram updates when even a new trace is
perfomed, when used with the continucus trace gotion you can easily check the
health of your retwork by viewing changes in the diagram.

Application Port Testing, Port Probing, DNS Peformance Testing

Trace seecific goolication parts to test if yor critical gplicatians are w ard
resoording as expected. VisualRoute measures and reports on DNS (damain name
service) response time, which can have a significant ef fect on comnectivity
performance.

Traceroute Tests from Visualware Servers

Test fran Visalware servers in W ashington and London to test comnectivity to
your servers or network devices. This cgoability provides additional testing points
to help identify network routes and network providers causing poor performance.
Try a traceradte test row.

Continuous Connection Testing with Report History

Contirnuous network testing fram the VisualRoute desktgo to another network
location sugports autamated cycling of comnectivity tests to monitor performence
degradation that may ccour over long pericds of time.

Reverse Traces from Remote Desktops Help Resolve Customer Connectivity
Problems

The SugoortPro Edition enables sugoort staf £ to test carectivity in both directians:
to/fran the ViswalRoute desktop and to/fram remote systems. This capgbility
provides visibility to comectivity prdblars that occor in ae direction only, sxh
as fran the austarer location to your server — prdblars that are otherwise very
df ficult to pinpoint without imposing on the austarer ar traveling to the rawcte
loztion. The SugoortPro Edition utilizes ravcte agents to meke reverse tracing a
quick and easy process.

IPv6 Compatibility

P is the rext gereration of the Intemret Protocol, the system by which data is
transferred across the ITntermet. ViswalRoute 2009 endbles traces to IPv6 addresses,
including IPv6 damain and network provider lookupes.

2.9.4 McAfee NeoTrace Professional

McAfee NeoTrace Pro celivers a powerful tool for decking infamation on intermet
locatians.

Yaou can trace any carputer on the intermet sinply by entering an EAVRil, TP address
or URL. The display shows you the route between you ard the rarncte site including
all intemediate nodes ard their registrant infomation.

McAfee NeoTrace is the warld's nost popular Interret tracer, used by law

enforcement, ISPs, and network professionals, yet easy enough for the hare user.
Explore the powerful new features designed to meke our most popular product

een easier to use!
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Features:

Interret Explarer Integration W eksite tracing is just a click away with or IE
browser integrated Trace Button.

Variety of Grachical Infametion The Node View complements improvements
in orr existing Mgp ard List Views, of fering users a wide range of grachical
cata far precision tracing.

Detailed Map View Map View shows most detailed available mep for aurrent
view using excanded regional information.

Streanlired List View Node data is sinple to understard with an integrated
grach and an array of user —configurable data colums.

Expanded Geographical Data Improves accuracy of node placement with
increased server kased lockues far all traces.

HackerWatch.org Event Reporting when using McAfee NeoTraxe in
aonjunction with a firewall it is sinple to suonit event reports to HackeriWatch
right from McAfee NeoTlrae.

Mail Server Tracing EMail address entry allows McAfee NeoTrace to locate
the neil server far thet address.

Many Save Formats Allows trace data, mges or both to ke saved in famrets
such as JBG, PNG, BMP, HIML, RTF, ad plain text

2.10 SECURING E-MAIL ACCOUNTS

To seare the EMRil Account fran the Crackers/ Hackers is one of the major
challences for all of us now a days. However, we an still try ar lewel best to
meking it secure by using the following ways mentioned below:

2.10.1 Creating Strong Passwords

Creating strong Passwards for all your online accomnts is not a thing you should
. It is ae of the most inportant thing you must do. In case you are still thinking
that your Passward is strong and safe, mayle it's tine to weke up.
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What makes a strong Password?

I dhall not elaoorate on this, since many sites have already disaussed this in grest
Cetail. In a nutshell, a strong Password must aonstitute the following:

® Tt reads to cotain special characters such as @#S%7s

® Tt mst be at least 8 deracters law.

® Tt nust not have any comon words such as 123”7, “Password”, your birth
date, your login nare ard any words that can ke fourd in the dictionary.

® A variation of cgoitalization ard swll letters.

Fven if yor Passwmad amsists of the doovwe, it is still not seare enoxh. Yar
Password nesds to ke totally wniguee and dif ferent for each ad every ae of your
anlire acoouts. This is to meke sure that in the event that ae accoat is hadked
into, your other acconts will not ggt af feded.

You nust be wondering that how you are going to remember so many Passwords
when you have a problem remamoering your existing one. Here are sare steps
that could ke used as they are very powerful. Here it is;

D) First, thirk of a thing, date, drase, emt, place ar aywthing thet is wige
anly to you. It must ke of at least 8 daracters lag. Far dannstration parpooss,
a nare "Damien (" will ke used as the temm throughout this topic. Note that
the capital letters ard the scace in between the rae are part of this tem. Far
YOUr Omn aooout, please select a term that is dif fiaidt for dders to gess.

2 Use the following rules to replace the regular daracters with seecial draracters.
You could even form your own rules.

® Replace all the 'a' with @

® Ryplae all the 's' with $

® Replace any space with %

® Replace any 'o' with 0

® Rplae ay 'i' with !

® TIn this case, the simple term Damien Ch becames Dém!en$Ch.

3 Now go to Password Meter (see “MakeUseOf” review here) ad test the
strength of yor tem. This is the result of the dooe tam. If yor tem is not
strong enough, you will see a list of itams that you can improve on.

The Password Meter

Test Your Passwornd Minimum Regquiremants

eseessnee | # Minimum & characters (n length
R —— = Contains 3/4 of the following items:
L - Uppercase Letters
m - Lowercase Letbers

- Numbers
Very Strong - Symbols

Additions Rate Count Bonus

@ Number of Characters Flat +{n*4) |ﬂ + 36
|@ Uppercase Letters Cond/Iner | +(flan-n)"2) H +14
| @ Lowercase Letters CondfIncr | +((fen-n)*2} + 10
|'° Numbers Cond +n*4) ﬂ o
|@ Symbols Flat +(n*6) u . + 1B
| @ | Migdie Numbers or Symbols Fiat *(n*2) n + 6
Io Raguirements Flat +{(n*2) +8




4 One yau are hagoy with your term and are sure that only you can decipher it,
go to any of your online accounts now. To set a Passward far that accoant,
goperd the nae of the site, ar the URL of the site to the ed of your temm.

For example, for a MakeUseOf account, you may use D@m!en$ChM@keUSeOf
as your Password and use D@m!en%ChGOOglem@!l for Gmail account. If you
do this far each ard every ae of yarr sites, you will ke surporised to fird that you
have just creasted tens, hudreds, or even thousards of dif ferent Passwords that
you can ke remamoered easily. Instead of the site nane ar the IR, you can also
Pt a variation of the site raves ar any other naves that are related to the site.

Is that enough?

That is just the begiming. To really meke it searre and hard far others to guess,
you nust chancge your Passwords on frequent basis. Sare of you may find it an
assigmment to care up with new Passwords every month. Here is what you can
ao:

Instead of gooerding the site nare to the ed, you can now goperd it to the frat,
in the middle ar even split the site nare out into few parts. Foar esanple:

® M@keD@m!enUSeOhOf
® MQ@keUSeD@m!en%0h

You can also chance the replacament characters such as @ for ~ and whatsoever .

Yau can also do a carplete changeover of your term to care up with a totally
df ferent Password.

Some important points to be noted

® Always check the strength of the Password provided to you on Password
strergth meter .

® At the tinme of creating a new mail accouat provide verification question so
that it can ke used to recover the fargotten Password for that partiadlar E-
Mail id.

® Always try to provide the secondary F-Mail id so that new Password could be
mailed or Password change instructions could ke mailed to you on that
rartiadlar reil id.

® Never click on “Kesp me sign in” check box, if you have selected this ootion
ad if Attacker gains access of your carputer then he can sign in your account
as well as he can recover your Password.

2.10.2 E-Mail Protector

- SMTP Server Fel 12
: 2 ® | @
Save seftings  Flestong seltings Help | Hoene Page
{5 Logging P )
8 Autherticain f Security
5 Securhy Anki DDOS [Disinbuted denisl of seivice] alfack feshures
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W SMTP Gateweps
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_ Message Qusus 40
_._;J Tineauts Maamal rumber of SHTP eiors in & angle sesion
A Server Rephes 10
B POP3Oplions : ———
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Mapamal message sme n bytos
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M asdmal rumber of iecepeints in the To:, Ce and Beo: secliong
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Do you know that when you send your E-Mail messages, they do not go directly
to recipient maillboxes? Do you know that your Intermet Service Provider (ISP)
stares axpies of all yar EMail messages an its meil servers befare it trdes to
celiver the? Do you know that sareday all the information kept on the servers
can ke easily used agpinst you? EMail Searrity is a systantray local MIP server
program for W indows that lets you send E-Mail messages directly fram your FC
to recipient mailboxes ensuring your EMBiIl security and privacy by means of
bycassing your ISP's mail servers where your relevant infommation can be stored
and viewed. Do you also know that when you serd an E-VRil messacge to a list of
EMail addresses, the respodents can see each other in the BRIl messace header?
Yau thirk it is ssare? While sending, E-Mail Security always lreaks E-Mail
messaces addressed to a group of peple to individual messages to ensure your
searity ad searity of yor respodents. Also, EMail Searrity does not leave
any traces on your BC because it just gets your EMail messages fram your
EMail client ard puts them in the recipient meilboxes at the sare tine without
meking any temporary files on your PC. EMBil Security sugeorts all EMAil
programs like Qutlock Express, Qutlock, Eudora, etc. The E-Mail program you
already use for serding and receiving messaces can ke comnected to EMail Seaurity
in a very easy way — just by using the word “localhost” instead of yor axrent
SMTP host. Having done so, you can serd messaces in a usual mamner. ITrgall
FEMeil Searrity on your EC befare it is too late!

2.10.3 SuperSecret
=10 x|
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SueerSecret rovides seare staracge for all of your logins ard Passwards so that
you only have one Password to ramamber fram now on. SuperSecret sugeorts
muiltiple users on the sare coputer using dif ferent SucerSecret login names so
that you can kesp your Passwords private, even if you share a coputer with
others at work or hare. Now with wversion 2 SugerSecret sugports filtering
Passwards by the login nare, Password, or the entry description so that you can
quickly find the Password you need. You can also store a URL far each entry so
you rever farget where you need to go to access your anline accounts. SucerSecret
can generate secre, randam Passwords for you.

Only ore Password is required to use SuperSecret. All of your other account and
Password informetion is stored securely in an encrypted format on your carpater
and can ke accessed only with your one and only Password. SuperSecret allows
each family nmemoer or co-worker to have his/her own storage area for Passwords.
Yor anfidential infametion is safe even if prying intnders are sitting at your
camputer, because SucerSecret's data can only ke accessed by your oe secret
Password.

Use SuperSecret to ramamcer all of your Passwords. Ramamber your Password to
your personal EMail address, business EMail address, online karking login ard
Password. Stare any kind of secret with SuperSecret. Kesp track of the PIN runer
o thet ATM/debit card you never use. Others will not be able to access your
rivate infametion. And SucerSecret is quick and easy to use. Sinply dodble
click on an ety entry to add a new login and Password or dodole click on an
exdisting etry to edit it.

Select the entry you need the Password for and the Password will ke displayed;
deselect the entry and the Password will ke hidden again to protect you fram
anyone who may look over your shoulder.

You can kesp SuperSecret goen to save time by minimizing it to the tasklar for
easy access. SucerSecret rins on W indows 95, W indows 98, W indows ME,

W indows NT, W indows 2000, and W indows XP.
Check Your Progress 5
Notes: 3 Space is given kelow for writing your answer .
b Caopare your answer with the oe given at the erd of this Unit.

What are the dif ferent ways of tracing ip address? Exoalin any ane. Highlidghts the
points of searing EMail accounts?
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2.11 LET US SUM UP

This unit throws light on “FMATL CRIME AND INVESTIGATION”. ERil, as
sinple as it is to use, relies on a more aaplicated set of gperating procedres
then thet of the W eb. For most users, its geeration is transparent, which means
that it is not necessary to understand how il works in arder to ke able to use it.

This wnit help users to uderstard its kasic principles, give tham an idea of how to
kest aonfigure their erail clients and infam them aoout the underlying mechanisms
of spam. This unit also provides useful backgroad information on BRIl searrity
isses. It will help you to examire the searity threats facing by your corpearate
EMail system and determine what kind of E-Mail security solution your corpany
resds. A varety of dif ferent elearents weaken your corporate email system and
while sare are wicely known — such as amil viruses — others tend to ke ignored.
Freils carrying of fensive messages ar anfidential corporate infommetion can create
imense inconvenience and exeense for a canpany that has not equipped its mail
server with the gogorgariate tools. The same goes for spanmers who use the email
system at work to serd thousards of unsolicited amil messages.

2.12 CHECK YOUR PROGRESS: THE KEY

D) An electronic mail message consists of two carpornents, the message header,
ard the message body, which is the EMRil's cotent. etwark routes and netwark
providrol infometion, including, minimally, an adginator's EMeil address
ard ore ar more recipient addresses. Usually additional information is added,
such as a sdoject heeder field.

Originally a text-only camunications medium, E-Mail was extended to carry
multi-media content attachments, which was standardized in RFC 2045 throuch
REC 2049, collectively called, Miltipurpose Internet Mail Extensions (MIME) .

Tre user Mail User Agent fomats the message in EMail fommat and uses the
Sinple Mail Transfer Protoool (MIP) to serd the message to the local mail
transfer agent (MIR), in this e sip.a.arg, nn by user's intemret ssvice
rovicer (IP).

The MTA locks at the destination address provided in the MIP protocol
(not fram the message header), in this case bdodb.org An Internet FVail
address is a string of the form localpartl@exanpledarain. The part kefare the
@ siogn is the local part of the address, often the usarmare of the recipient,
ard the part after the @ sign is a damin nare or a fully qualified damain
nare. The MTA resolves a damin rnare to detemmire the fully qualified
davain name of the mail exchange server in the Damain Name System (DNS) .

2 A mail messae amsists of a header, which contains information about who
the nessace was st fram, the recipient(s) and the route. Many of the header
fields are not shown by default, lut most programs used to read EVRil will
allow full hesders to ke displayed. This is then followed by the body of the
messace which contains whatever the sender wishes.

Tre messace header should include at least the following fields:

® From: The EMail address, ard optionally the nare of the author(s). In
many FBil clients not changeable exospt through changing account
SSumigech

® To: The BRIl address/addresses and gptionally name(s) of the message's
recipient (s) . Irdicates prinery recipients muiltiple allowed).



The
(2),

Cc: Carbon oopy; many EMail clients will mark EMail in your inkox
dif ferently decending on whether you are in the To: ar Go: list.

Bece: Blind Carbon Copy; addresses added to the MIP delivery list lut
not (usually) listed in the messace data, rawining irwvisible to other
Subject: A brief sumary of the topic of the message. Certain
adoreviations are camonly used in the subject, including “RE:” ard
“YEWL

Message-ID: Also an autamtically generated field; used to prevent
multiple celivery ard for reference in InReply-Ta

header consists of lines begimming with a keyword followed by a colon
followed by infometion an each lire. A lxdef explaration of each field of

the header is given below. This header contains most of the cammon fields.

Received: These lines irdicate the route thet the FVRiL has taken ad
which systars have hardled it and the times that it was hardled.

Date: The date ard tine at which the message was sent including time
Zore.

From: The sender. Tre part in agle lrackets is a real eledronic nail

address. This field may ke user settable, so may not reflect the tne sader.

In this cass, it shows the ardgiral serder of the messace.

Sender: The sender.This is inserted by sare systans if the actual seder
is dif ferent fran the text in the Fran: field. This mekes E-Mail more
df fialt to farge, althoxh this too can ke set by the sarder. There are
other uses for a sadker field. In the esanple doowe, the sader is set to
e returmed to the list awner rather than the arigimal sender of the nessace

To: Who the mail is st to. This may ke a list ar an individual. However
it may bear no relation to the person that the EMRiL is delivered to. Mail
systams used a dif ferent mechanian for determining the recipient of a
message.

Cc: Addresses of recipients who will also receive ogpies.
Subject: Subject of the message as gpecified by the sender.

Message-id: A wniqe system gererated id. This can saretimes ke useful
in fault tracing if multiple agoles of a nessae have been received.

Reply-to: Were any reply should be sent to (in preference to any
electranic meil address in the Fran: field if presat). This may ke inserted
by the sender, usally when they want replies to go to a cantral address
rather then the aldress of the system they are using. It is also inserted
autaratically by sare systeams

X-Mailer: Any field begimning with X can ke inserted by a mail system
for any pugecse.

The major EMail related crimes are:

1)
i)

i)

EMail spoofing
Sending malicicus codes through E-vail

E-Mail bombing

E-Mail Crime & Investigation
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¥) Serding threatening Eails
v) Defamatory E-Mails
i) EMAil frads

Received tags: as on web blogs, reading fram the bottan to top. The header
says the FVRil was ariginally sent fran 206.85... and it was sent to 217.225...
(which is the rawe/IP of the first meil server that got irmolved into transporting
this messace). Then suddenly, the rext Received tag says the messace was
received fram root@localhost, by meilv.fx.ro. Qe can also notice thet so far,
the Received tags do not contain any informetion about how the EAil was
trangmitted (the “Wwith” tag is missing: this tag tells the protoool used to sard
the EMRiL).

The Messacge-1ID field is a wnigue identifier of each EMail messace. It is like
the tracing ID of an exress postal meil. The rule says the ID is camposed by
the nare of the server that assigned the ID ard a wmnique string (for exanple,
QESADJHOWE-Mailaddressmanager .cav) .

For tracking parposes, the user is nost interested in the fran and by tokens in
the Received header field. The pattermn similar to:

Received: fram BRB (dns—name [ip-address]) by AAA .
Received: fram OC (dns—name [ip-address]) by
Received: fram DDD (dns—name [ip-address]) by CC ...

In other wards, meil server A A A received the E-Mail fran BRB and provides
as much infomation about BBB, including the TP Address BBB used to connect
© AAA. This pattem repeats itself an each Received lire. The syntax of the
fran tcken nost times locks like: nare (dns—rare [ip-address])

Where: nae is the nare the carputer has named itself. Most of the time
user rever lodk at this nare because it can ke intentionally misnaned in an
attenpt to foil your tracking (out it may leak the windows covputer name).
dnsrare is the reverse dns lockuyp on the ipaddress. ipaddress is the ip-
address of the coyputer used to camect to the mail server that generated this
Received heecer lire. So, the ipaddress is gold to us for tracking purposes.

Tre by tcken syntax just provides us with the nare that the mail server gives
itself. But since the last meil server could ke uder the cotrol of a sparer,
ae shauld not trust this rare.

So, Wt is audial far tradking, is to pay attention to the trail of ipaddress in
the fran tokens and not necessarily the host nare provided to us in the by
tokens. For Example;

1: Received: from tesla623.0nE-Mail.com.sg ([203.127.89.129]) by
visualroute.can (8.11.6) id £9CIVSk24480; Tue, 12 Oct 2004 12:31:29 —0600
(MDT)

3: Received: fram drb.com (IIMI608 [203.127.89.138]) by tes1a623.0nkE-
Mail.com.sg with SMIP (Microsoft Exchange Intermet Mail Service Version
5.5.2448.0)

If ore ignores lire 1, one would conclude fram line 3 that mail server
teslae23.OnEMail.can.sg sent you an E-AVRil, kut this would ke wrong. When
are trace to the host nare teslac23.OnF-Mail.can.sg, you are actually tracing
to the TP Address lookup on that host name, which is 192.9.200.230. But as
ae an see fran lire 1, the TP Address used was really 203.127.89.129. Do
not ke fooled by this attenpted misdirection by spamrers and fraudsters.



Determine the IP Address of the Serder: Using the exanple E-Mail headers E-Mail Crime & Investigation
above and analyzing the Received header lines we can conclude:

® A Visuwalware enployee received an E-Mail

® vhich care fram visualroute.can (line 1)

® which care fram teslac23.0OnFMail.ocon.sg (line 1; line 3 confirms)
® it whose ip-address used was 203.127.89.129 (lire 1)

® vhich care fram drb.can/IIML608 (line 3)

® it whose ip-address used was 203.127.89.138 (lire 3)

So, we have just tracked this E-Mail to the source — IP Address
203.127.89.138.

Tre dif ferent ways of tracing IP atdresses are:

i) CallerIP

i) SmartWhois

i) ViswalRoute

i7) McAfee NeoTrace Professioal

CallerIP Standard Edition allows real tine nonitoring of any machine that
it is irgalled an. This allows you to detect suspicicus activity such as spyware
and see where in the world they are conecting fran. W orldwice whois recorts
and network provider recorts are also available for any comnmection!

Advanced CallerIP Advanced Edition (irc. all Stardard features) allows
yal1 to nn it as a server! This allows you to monitor the connections mede to
and fran your machines fran a rawcte location! Automated Alerts are also
available to you are notified the morent sarething suspicicus attenpts a
carection to yar server(s).

o Plot all connections

This feature ergbles you to have CallerTP plot all the corections on the
world mep. This in tum allows for easy and quick amalysis of where
connections mede to/fran your machine reside.

® New look table

Tre new lock table includes gradient fills. This means the coloar of the
row in the table depards on the threat of the conection. If the comection
eing mede to your machire is harmless then the gradient will ke green.
Arcther quick an easy way to identify the threat of a comection.

® Condensed CallerIP

CallerTP now allows you to minimize it to a very srall ard detailed dialog
k. The small window gives you everything you need to know but stays
in the lackgrourd.

® Real-time monitoring instantly identifies suspect activity and spyware

CallerTP monitors all comnections to and fram your system and actively
scans ports faor possible ack doors that allow unauthorized access.
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Identifies the country of origin for all connections

A comection to/fram a highrisk comtry is a key indicator of suspect
activity and could likely ke sareore locking to steal your aonfidential
information or carpramise your system. CallerTP shows you the country

location of comections so you can identify sugeect activity and protect
your informetion.

Network Provider reporting with abuse reporting information

See the aotact and albuse reporting information for the careany providing
intermet acess for an IP address ar weksite, so you can easily report
hackers ar Interret douse.

Worldwide Whois reports

Caller TP Pro queries worldwide datalbases to report the up-to-date
registration information for the 'owner' of an IP address or darain.
Information includes nane, address, phore and EMail contact information.

Detailed log of connection history with search options

Fach comection or attampted comection is autamtically loogged, with
search cgpabilities far quick lodkges of past comection activity.

For searing EMail accounts:
9 The user should Create Strong Passwords

b EAil Protector

9  SuperSecret



